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Design and Implementation of Two—channel Protocol Analyzer of the 10T

WANG Ping',FANG Yan',XIE Hao-fei',ZHANG Jun?,CHEN Qing-hua'

(1.Key Laboratory of Industrial Wireless Network and Networked Control, Ministry of Education, Chongqing University of Posts
and Telecommunications , Chongging 400065 , China ;2.China Silian Instrument Group Co., Ltd. , Chongqing 400065, China )
Abstract:On the basis of studying Internet of Things (10T )protocols and wireless RF technology,designing and imple-
menting the two—channel protocol analyzer,which was make up with data collect device and the PC protocol analysis
software ,using wireless radio frequency technology to capture wireless data packets on any two channels of the
2.4GHz ISM band in real-time,In addition,proposing one fast matching algorithm and applied it to the protocol de-
coding module which rapidly improve the analysis of the rate of the protocol analyzer. The protocol analyzer have
achieve functions like protocol analysising,network monitoring,fault diagnosis and so on,it can works under
[SA100.11a,ZigBee , WIA-PA ,6LoWPAN ,IEEE802.15.4E five 10T protocols. The processing time was less than 10ms
and the packet loss rate was less than 1% within 10 meters. The experiment results showed that the analyzer was a
simple,real and effective network troubleshooting,testing and performance maintenance tools.

Key words:internet of things (10T )protocol;wireless RF technology;data collect;protocol analyzer;fast matching
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Fig.5 Interface of Packet Sniffer for
ZigBee from Wu-Xian-Long
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Frame 357(46 bytes captured)

Agrivel Time: 2012-07.06 20:34:47
Time offset with the first packet: 448759 ms
Packet Total Length: 46 bytes
Work Frequency: Ox14
Zigbee
PSDU Length: 40 bytes
- .. MacC
& MAC_FCF
Mac Sequence Number: 180
- MAC_ASF
Dest PANID: Oxffff
Dest ShortA ddr: OxfY
Source PANID: Oxffff
Source ShortA ddr: 0x0
+ .. MAC_FCS
- .. NWK
+ .. NWK_FCF
+ NWEK_RFF
- APS
< _. APS_FCF
Aps Frame Type: Data
Aps Delivery Mode [Indirect Addressing
Aps Indirect Addr Mode 0
Aps Security Flag:1
Aps AckReq Flag0
+ . APS_AF
Aps Counter: 0
- APS_Payload
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Tab.1 Packet loss rate test results

/min /min 1%
600 598 0.33
1200 1194 0.5
2400 2392 0.33
3600 3588 0.33
6000 5966 0.57
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