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Abstract:This paper firstly analyze various types of potential network structure targeted attacks in Ethernet
passive optical network, EPON, such as passive monitoring,denial of service (DoS),masquerading,and theft of
service (ToS).Basing on the analyzing results,an authentication scheme based on ECC public algorithm and
CCM-AES additional authentication encryption method will be illustrated.And then relevant simulation re-
sults are following.Ultimately,a comparison between this paper indicated authentication and encryption
scheme and other works gives in order to measure the performance.From the comparison,the results demon-
strate the efficiency of the indicated security schemes which also meet the security condition of non-renounce-
ment.
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